Setting up a remote accessible node using Echolink
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Echolink Overview

A software application distributed free of charge that
enables Amateur Radio operators to communicate
remotely via the internet.

Uses Voice over IP (VolP) to transport digitized audio
information.

The Echolink usecase: A remote user using a
smartphone/laptop can communicate over the internet
to an Echolink VHF/UHF repeater or an Echolink
connected VHF/UHF amateur transceiver.

Enables an off island, out of the area club member to
participate in our club simplex net remotely.

You must have a valid Amateur Radio License to use
Echolink. Echolink has a license validation process. See
echolink.org for details.

EchoLink will accept validation for a club or repeater
callsign if a valid copy of the club station’s license
document is provided.



Echolink: Remote user net participation

Example 1
Echolink Server 146.400
MHz
ATARC
Simplex
Net

Wifi or

~ Cellular
% <« »
&

NOTQD (single user)

4+—> q
<> ooy Transcerver

K7RUT-L
(sysop)

ISP, HamNet,
Satelite, Cable I

Fig 1 NOTQD operating from Colorado using an iPad with Echolink
software



Echolink: Remote user net participation

Example 2

Echolink Server

ARES
Central
Team Net
6:45pm,
Mondays
I ISP, HamNet,
Wifi or Satelite, Cable
Cellular ~
% .’ Transcewer
K7RUT (single user) PC175-R
Repeater
Vancouver, Wa
Tacoma

Fig 2 K7RUT operating single user mode on a laptop, ARES Central
Team net check in



Simplex Hardware Setup

An Echolink node uses the following hardware setup: VHF/UHF
FM transceiver, computer interface, laptop. Interface example:
Tigetronics SignalLink. Same as my vara FM Winlink station!

Fig. 3 K7RUT-L, 146.400 Simplex Node



What is Echolink “Voice Over IP” (VOIP)
Microphone voice converted to 1/0s using A/D hardware
Performs compression on voice data (Codec)
Packetizes voice encoded data.

Packets include header information for source and destination address,
encoding and the “payload” (Audio data).

Packets are sent using the Internet Protocol (IP)

Packets are received at destination and parsed

Payload is reassembled into continuous buffer

Data is decoded, back to original uncompressed data 1/0s
Convert 1/0s back to voice audio

Echolink Server’s main job is to provide source and destination address
paths to end user nodes

Once end user’s routes are established, audio is streamed P2P directly
between end user nodes

Echolink uses a proprietary protocol over UDP. (Wireshark demo)
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ip.addr == 54.176.61.77

No. Time Source Dstination Protocs  Length Infc

14614.081812  54.176.61.77 192.168.0.3 UP 186 5198 ~ 5198 Len=144
14714162768 54.176.61.77 192.168.0.3 UDP 186 5198 ~ 5198 Len=144
148 14.242357  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
14914.321544  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
150 14491800 54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
15114.482526  54.176.61.77 192.168.0.3 UDP 186 5198 + 5198 Len-144
15214.562802  54.176.61.77 192.168.0.3 UDP 186 5198 + 5198 Len-144
15514641758 54.176.61.77 192.168.0.3 UDP 186 5198 ~ 5198 Len=144
160 14.722457  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
174 14.802722  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
17814883072 54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
18014.961979  54.176.61.77 192.168.0.3 UDP 186 5198 + 5198 Len=144
18315.042438  54.176.61.77 192.168.0.3 UDP 186 5198 + 5198 Len-144
18415.12299  54.176.61.77 192.168.0.3 UDP 186 5198 ~ 5198 Len=144
18515.202201  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
186 15.282648  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
18715362343 54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
18815442491  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
18915.523104  54.176.61.77 192.168.0.3 UDP 186 5198 + 5198 Len-144
190 15.686029  54.176.61.77 192.168.0.3 UDP 186 5198 » 5198 Len=144
19115.683146  54.176.61.77 192.168.0.3 UDP 186 5198 ~ 5198 Len=144
19215.762774  54.176.61.77 192.168.0.3 UDP 186 5198 > 5198 Len=144
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Source Address: 54.176.61.77

Destination Acdress: 192.168.0.3
v User Datagram Protocol, Src Port: 5198, Dst Port: 5198

Source Port: 5198

Destination Pert: 5198

Length: 152

Checksun: 0x974d [unveri<ied]
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[Strean index: 9]
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Echolink “Node” Setup
Each EchoLink installation has an assigned “Node” number.

This Node number is assigned and bound to a call sign upon
initial registration

There are two different node types: Single User and Sysop.

There are two types of Sysop nodes: Repeater (-R) and Simplex

(-L)

- Rernote Desktop Connection

A, Echolink - KTRUT-L
I File Edit Station Tools View Help

F @@ ol X! = F 02 FE M| D] b | & |

019 stations on nawest.echolink.org

- Locations Station Lecation/Description
- | Africa (23) & KMcK Seattle, WA
B\ Asia (665) KIMKA-L 444,500 Rptr-Fallon, NV
&~ Europe (1,280} g KIMMA-R  In Conference *"HAM*
- North America (3,195) ﬁ KINAZ-R  Williams, AZ [0/20]
1 Antigua-Barbuda (1) & KINBO-L  North Bend,Or
1 Barbados (1) & KINNV-L Fallon, NV DM0%nm (2)
} Canada (338) &, K7OET Santa Clara, UT
j Cuba (1) P KIOTA-L  Mankato, kS m
| DemiKepublicts) & kR SeaTac 147.08 ETiger
! 2””'”‘“ 5 P KIRPT-L  Portland, OR [0/20]
: Grenada (1)
i & KFRPT-R  Portland, OR [0/20]
| Merico (38 &, KRUT iPhone ¢
1 St Kitts-Nevis (2) y K7RUT-L Anderson Island, Wa +f
| St Lucia () ﬁ K7RVM-R  Medford, Oregon
. St Vin-Gren (2) ﬁ K75DC-R Eastern Utah
..[ 7} Trin-Tobago (4) P KISLT-L In Conference IRLP 0082
B | United States (2,875) & KTSVI-L Mobile [0/20]
. All Areas (2,875) -n- K7SWF-R Lake Havasu City, AZ (1)
 Area 0 (223) & KISYE-R  Auburn, WA [0720]
- Area 1 (166) & K7ue-r Riverside, UT[0/11]
 Area2 (292) ¢ KTXST-L Snohomish, WA [0/20]
Area 3 (209) &’ K7YDM-L  In Conference IRLP 9612
Area 4 (326) & KATLFX-R Tucson, AZ [0/20]
 Area5 (324) &, KATRLM  Puyallup, WA [0/20]
-y Area 6.(366) £ KATRON-R  Vancouver, WA [0/5)
§A:ca 7 (200)] £ KATUEC-R  443.3 Rpt Memphis, TN
| Ares 8 (269) & KATZAU-R  Reno NV (1)
: Area 9 (208)

ﬁ KBTARA-R  WASHINGTON [0/20]
ﬁ KBTDFP-R  Twin Falls, ID [0/20]
ﬁ KBTDZR-R  Joseph, OR. USA

& KB7ITU-L Rexburg, Idaho

M- 5 Oceania (227)
- South America (379)
B | Node Types

: Alarms

-} New (54) & KBTITU-R  Rexburg, ldaho
: Favorites y KBTQLT-L  AllStar 42526 [0/20]
Recent QS0s ﬁ KB7SQS-R  Twin Falls, ID [0/20]

; Search Results Q KC7GHT-R  Phoenix Arizona

P KCTGKY-L  Liberty Lake, WA [0/20]

&, KCTHCR-L  Three Rivers, MT

&, KCTIDE Lansing

& KCTIOE-L  PHXAZ [0/20]

AP KCTLFH-L  Connected to WTUPS-ALLSTAR

Fig 4 Main Echolink Software Screen



Echolink Servers

The EcholLink servers are installed at various locations around
the world.

Typically, 4 servers are online at a given time. The total load is
balanced among them so that no single server becomes
overloaded.

The servers replicate (exchange data) with each other every 20
seconds so that all servers in the network show essentially the
same information.

Users are automatically shifted to another server in case one
(or more) fails.

This architecture has proven to be highly reliable, with the
system experiencing a 99.999% up time since September 1,
2002, even as load has increased from about 300 users online at
a time to more than 6,000.

The servers now process more than 2,000,000 transactions per
day.

The servers are operated on Linux virtual instances in the
Amazon Elastic Compute Cloud (EC2).

The cloud servers are in various locations in the United States
and Europe.

It is estimated that this arrangement of servers can support
about 5 times the current worldwide load.



Simplex Node Configuration

The Echolink Node configuration has many options. Most of the
defaults can be used initially. Some key options that need to be
setup are as follows:

1. Set Sysop Mode

onnection

File Edit Station Tools View Help

@0l iHEICFEFLHEIEE OIP| b
E.030 stations on nawest. echolink.org
B} Locations Station Location/Description
W Africa (23) a K7MCK Seattle, WA
B | Asia (673) & K7MEA-L 444,500 Rptr-Fallon, NV
- | Europe (1,270} ﬁ KiIMMA-R  In Conference "HAM™
=] Morth America (3,20 System Setup X Q KTNAZ-R  Williams, AZ [0/20]
[l Antigua-Barhud ) P KTNBO-L  North Bend,Or
. Barbados (1) My Station ]Sewers} Prosy 1 T\mlng] Audio ] Perfomance I &; KTNNY-L Fallon, NV DM09m (2)
| Canada (260) Mode Q, K7OET Santa Clara, UT
] [C)uba 2] + " Single-User & Sysop \/ & KIOTA-L  Mankato, KS 4]
‘ D”‘”j _Ep“s i< $HKIQ-R  SeaTac 147.08 ETiger
| G”'”";"EU()] Callsign:  [K7RUTL Change Callsign &P KTRPT-L  Portland, OR [0/20]
| Grenada
B || e K7RPT-R Portland, OR [0/20]
' Haiti (2) Password: ’— I¥ Store password locally & Bt /2
Mexica (40) &, K7RUT iPhone
St Kitts-Nevis (2) Name Brian P KTRUT-L Andersen Island, Wa
K7RVM-R Medford, O
1 Stlucia (2) Location: |Anderson Island, Wa s Rt
| St Vin-Gren (2) §§ KISDC-R - Eastern Utah
» Trin-Tobago (4) Email Addr: Iramay.bnan@gmall.com & K7SLT-L In Conference IRLP 0082
B~ United States (2, & K75VI-L Mobile [0/20]
+ All Areas (2,8 ﬁ. K7SWF-R Lake Havasu City, AZ (1)
Area 0 (222) & KTSYER  Aubum, WA [0/20]
1 Area 1 (166) ﬁ K7UB-R Riverside, UT [0/11]
: Area 2 (289) ‘9 K7X5T-L Snchomish, WA [0/20]
1 Area 3(210) & K7¥DM-L  In Conference IRLP 9612
1 Area 4(537) ﬁn KATLFX-R  Tucson, AZ [0/20]
 Area 5 (323) @, KATRLM  Puyallup, WA [0/20]
: ﬁrea E ggg [ ok | Cconce Hee | & KATRON-R  Vancouver, WA [0/5]
) Area 7
ﬁ KATUEC-R  443.3 Rpt Memphis, TN
 Area B 1260) T KATZAU-R  Reno NV (1)
; Area 0 (208)

& KBTARA-R  WASHINGTOM [0/20]
& KBTDFP-R  Twin Falls, ID [0/20)
& KBTDZR-R  Joseph, OR. USA

42 KBTITU-L  Rexburg, Idsho

B Oceania (230)
b South America (378)
@ 1 Node Types

. Alarms

\ Mew (63) & KBTITU-R  Rexburg, Idsho
 Favorites AP KBTOLT-L  AllStar 42526 [0/20]
+ Recent OQS0s ﬁ KB7SQS-R  Twin Falls, 1D [0/20]
 Search Results & KCTGHT-R  Phoenix Arizona

P KCTGKY-L  Liberty Lake, WA [0/20]
7 KCTHCR-L  Three Rivers, MT

& KCTILX samsung SM-A125U1 User
&, kcroe Lansing

AP KCTIOE-L  PHXAZ [0/20]

[ Index View (3 Explorer View

[Ready]
Last connection: *ECHOTEST™




2. Configure Station ID.

i File Edit Station Tools View Help
@@ el X lcEe X EE o @D »

6,018 stations on nawest.echalink.org

3+ Locations Station Lacation/Description
| Africa (23) 8, KMCK Seattle, WA
| iiia (665) P KIMKA-L 444,500 Rptr-Fallon, NV
Europe (1,280)  KIMMA-R I Conference *HAM*
North America (3,195) b KINAZ-R  Williams, AZ [0/20]
1 Antigua-Barbuds (1) P KINBO-L  North Bend,Or
| Barbados (1) P KINNV-L Fallon, NV DMO9nm (2)
Canada (258) &, KTOET Santa Clara, UT
 Cuba (1) m
| Dem. Republic (3) Sysop Setup x
| Dominica (5) £
Grenada (1) RXCH | TXCuf | DTMF Mert | Options | Sionals | Remt | RF Info | gl
1 Haiti 2) Station Identiication ]

| Mexico (38) Y
| StKitts-Nevis (2) ¥ Morse: K7RUT Setings Wa
StLucia (2) " Spoken Vaice: [K7RUT Test

+ 5t Vin-Gren (2)

\ Trin-Tobage (4) € Etema fie: Lp ooz
| United States (2,875)
| All Aress (2.875) Iderty: LAZ(T)
1 Area 0(223) [” Eachtme a station connects 1
| Area 1(166) 1
[” Eachtime a station disconnects
 Area2 (292) 07201
\ Avea3 209) [ At end of transmission, every [10—] min Lposi2
 Aread(526) ¥ Whieactve. ¥ evey [0 miny
'i’ea :gé‘b‘; I~ Whienctacive,  every [10—] mn l20]
 Area i
| e ¥ Wait for clear frequency i ]'w
 Area 8 (269) 1
L Area 9 (208)
Oceania (227) :) 1101
. South America (379)
OK Cancel Hel
81 NodeTypes e =
| Alarms 2
New (54 B KBTTUR  Rexburg, Idaho

oo P KBTQLT-L  Allstar 42526 [0/20)

| Recent Q505 b KB7SQS-R  Tuwin Falls, D (0/20]

| Search Results {8 KCTGHT-R  Phoenix Arizona

P KCTGRY-L  Liberty Lake, WA [0/20]

7 KCTHCR-L  Three Rivers, MT

&, KCTDB  Lansing

P KCTIOEL  PHXAZ[0/20]

£ KCTLFH-L  Connected to WTUPS-ALLSTAR

T Index View (3] Explorer View

[Ready]
Last connection: NOTQD
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3. DTMF configuration

FBEle @D »mneld
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B Africa (23)
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-1 Europe (1,260)

[ Location/Description

Seatte, WA
44300 Rpt-Fallon, NV

£ KTMMA-R  In Conference "HAM"
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Baados (1) & KINVL  Fallon, W ONOSTm @)
Canada 259) @ KI0ET Santa Clars, UT
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Trin-Tobago ) ™ Ensle Renote Psd o
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Area7 (292) is, TN,
Area 8 (269)
Area 9 (208)
® Oceania (227) 2]0]
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Recent Q505 | KB7SQS-R  Twin Fals, ID [0/20]
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P KCTGRY-L  Libety Lake, WA[0/20]
| KCTHCR-L  Three Rivers, MT
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P KCTIOE-L  PHXAZ (0/20]
| 4P KCTLFH-L  Connected to W7UPS-ALLSTAR
T Index View @) xlorer View
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o P KBTOLT-L  AllStar 42526 [0/20]
| Recent QS0s L5 KB7SOS-R  Twin Falls, ID [0/20]
. Sesrch Results & KCTGHT-R  Phoenix Arizona
o KCTGKY-L  Liberty Lake, WA [0720]

Three Rivers, MT



4. Security Configuration

File Edit Station Tools View Help
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Station Location/Description

a K7MCK Seattle, WA

&7 KIMKA-L 444,500 Rptr-Fallon, NV

ﬂ K7MMA-R  In Conference *HAM®
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‘9 K7NBO-L North Bend, Or
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& KB7s0s-R
& KCTGHT-R
&P KCTGKY-L
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&, K7L
@, KCTIDB
P KCTIOE-L
AP KCTLFH-L

SeaTac 147.08 ETiger
Portland, OR [0/20]
Portland, OR [0/20]
Anderson Island, Wa
Medford, Oregon
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In Conference IRLP 0082
Mobile [0/20]

Lake Havasu City, AZ (1)
Auburn, WA [0/20]
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Snohomish, WA [0/20]
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Tucson, AZ [0/20]
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Vancouver, WA [0/5]
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WASHINGTON [0/20]
Twin Falls, ID [0/20]
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AllStar 42526 [0/20]
Twin Falls, 1D [0/20]
Phoenix Arizona

Liberty Lake, Wa [0/20]
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One last thing.... Enable port forwarding on your internet modem for
ports 5198,5199.

N

Modemn Quick Wireless Utilities
Status Setup Setup

Port Forwarding

|\ Enter ports or port ranges required to forward Infernet applications to a LAN device
below.

Blocking/Filtering

Access Scheduler
Semvice Blocking
Wedbsite Blocking

Broadband
SEHniS jice: \ Manually Enter IP Address

WAN Settings

AN Seffings
Dynamic DNS

LAN Settings

DHCP Settings
DHCP Resemvation
DNS Host Mapping
LAN Subnets

Qos

Remote
Management

Remote GUI
Remote Consols ) Define IP Address

Routing

Dynamic Routing
Static Routing

Adminisirator Password
Applications Forwarding
e S

OMZ Hosing. Port Forwarding List
el LANIP and Port Protocol  WAN Ports Source IP Edit

= 192.168.0.20 uDP 5198 - 5199 NIA




